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Problem:

• To build an effective peer-to-peer file sharing 
system, like Google Drive, utilizing Inter 
Planetary File System (IPFS) technology so 
that integrity may be assured by using content 
addressing instead of location addressing.

Solution:

• Designed a decentralized file sharing 

system for peer-to-peer communication 

with an encryption level to provide 

authenticity and security for the user.
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What is IPFS?

• A decentralized system for accessing files, websites, data, and applications.

• IPFS uses content addressing instead of location addressing.

• Content identifiers (CID) are used to point to material in IPFS.
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How does IPFS receive and return files?

• A file gets splits into a Merkle DAG representation of the content with CID.

• Each block of the Merkle DAG representation of the contents sent to a distinct 
peers in the IPFS network

• IPFS stores which peer has which block in a Distributed Hash Table. Said DHT is 
then later used when retrieving the content.
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Front End

• ReactJS

• Postman

• User Icons

• HeroIcons

• Bootstrap

• HeadlessUI

• Prefixer

• Axios

• Tailwind
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Back End

• GoLand

• Fiber

• Swagger

• MongoDB

• MD5
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Results
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For the Future...

• Settings feature for user customization/personalization.

• Add a status method to display on a home page to view all users connected to 

IPFS.

• Accept folders as directories for upload and download.

• Implement a working content-level file encryption using AES instead of MD5.
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Thank you!

We will now be taking any questions!


